
The Global Risks 
Report 2017
12th Edition

Insight Report



World Economic Forum
91-93 route de la Capite
CH-1223 Cologny/Geneva
Switzerland

Tel.:	 +41 (0) 22 869 1212
Fax:	 +41 (0) 22 786 2744

contact@weforum.org
www.weforum.org

The Global Risks Report 2017, 12th  Edition is 
published by the World Economic Forum within 
the framework of The Global Competitiveness 
and Risks Team.

The information in this report, or on which 
this report is based, has been obtained from 
sources that the authors believe to be reliable 
and accurate. However, it has not been 
independently verified and no representation or 
warranty, express or implied, is made as to the 
accuracy or completeness of any information 
obtained from third parties. In addition, the 
statements in this report may provide current 
expectations of future events based on certain 
assumptions and include any statement that 
does not directly relate to a historical fact 
or a current fact. These statements involve 
known and unknown risks, uncertainties and 
other factors which are not exhaustive. The 
companies contributing to this report operate 
in a continually changing environment and 
new risks emerge continually. Readers are 
cautioned not to place undue reliance on these 
statements. The companies contributing to this 
report undertake no obligation to publicly revise 
or update any statements, whether as a result 
of new information, future events or otherwise 
and they shall in no event be liable for any loss or 
damage arising in connection with the use of the 
information in this report.

World Economic Forum
Geneva

World Economic Forum® 

© 2017 – All rights reserved. 

All rights reserved. No part of this publication 
may be reproduced, stored in a retrieval system, 
or transmitted, in any form or by any means, 
electronic, mechanical, photocopying, or 
otherwise without the prior permission of the 
World Economic Forum.

ISBN: 978-1-944835-07-1 

REF:  050117 

The report and an interactive data platform are 
available at http://wef.ch/risks2017



Figure 1: The Risks-Trends Interconnections Map

Source: World Economic Forum Global Risks Perception Survey 2016
Note: Survey respondents were asked to select the three trends that are the most important in shaping global development in the next 10 years. For each of the three trends 
identified, respondents were asked to select the risks that are most strongly driven by those trends. The global risks with the most connections to trends are spelled out in the 
figure. See Appendix B for more details. To ensure legibility, the names of the global risks are abbreviated; see Appendix A for the full name and description
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Figure 3: The Global Risks Landscape 2017

Source:  World Economic Forum Global Risks Perception Survey 2016
Note: Survey respondents were asked to assess the likelihood of the individual global risk on a scale of 1 to 7, 1 representing a risk that is not likely to happen and 7 a risk that is 
very likely to occur. They also assess the impact on each global risk on a scale of 1 to 5 (1: minimal impact, 2: minor impact, 3: moderate impact, 4: severe impact and 5: 
catastrophic impact). See Appendix B for more details. To ensure legibility, the names of the global risks are abbreviated; see Appendix A for the full name and description



Figure 4: The Global Risks Interconnections Map 2017

Source:  World Economic Forum Global Risks Perception Survey 2016
Note: Survey respondents were asked to identify between three and six pairs of global risks they believe to be most interconnected. See Appendix B for more details. To 
ensure legibility, the names of the global risks are abbreviated; see Appendix A for the full name and description
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disruption here. The insurance sector 
is an obvious example when talking 
about liability; just as car manufacturers 
must prepare for a future of driverless 
vehicles, so the reduction in accidents 
this future would entail means 
insurance companies must prepare 
for plummeting demand for car 
insurance.11 But the idea of liability can 
also be understood more broadly, to 
include the kind of social structures and 
institutions discussed in Chapter 2.3 
on social protection. Already there are 
signs of strain in these institutions, such 
as mounting uncertainty about the 
rights and responsibilities of workers 
and employers in the “gig economy”. 
One of the challenges of responding 
to accelerating technological change 
in the 4IR will be ensuring that 
the evolution of our critical social 
infrastructure keeps pace. 
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3.2: Assessing the Risk of Artificial 
Intelligence
 

and Microsoft have moved to funding 
professorships and directly acquiring 
university researchers in the search for 
competitive advantage.3

Machine learning techniques are now 
revealing valuable patterns in large data 
sets and adding value to enterprises 
by tackling problems at a scale beyond 
human capability. For example, 
Stanford’s computational pathologist 
(C-Path) has highlighted unnoticed 
indicators for breast cancer by 
analysing thousands of cellular features 
on hundreds of tumour images,4 while 
DeepMind increased the power usage 
efficiency of Alphabet Inc.’s data 
centres by 15%.5 AI applications can 
reduce costs and improve diagnostics 
with staggering speed and surprising 
creativity.

The generic term AI covers a wide 
range of capabilities and potential 
capabilities. Some serious thinkers 
fear that AI could one day pose an 
existential threat: a “superintelligence” 
might pursue goals that prove not 
to be aligned with the continued 
existence of humankind. Such fears 
relate to “strong” AI or “artificial general 
intelligence” (AGI), which would be the 
equivalent of human-level awareness, 
but which does not yet exist.6 Current 
AI applications are forms of “weak” 
or “narrow” AI or “artificial specialized 
intelligence” (ASI); they are directed 
at solving specific problems or 
taking actions within a limited set of 
parameters, some of which may be 
unknown and must be discovered and 
learned.

Tasks such as trading stocks, writing 
sports summaries, flying military planes 
and keeping a car within its lane on the 
highway are now all within the domain 
of ASI. As ASI applications expand, 
so do the risks of these applications 
operating in unforeseeable ways or 
outside the control of humans.7 The 
2010 and 2015 stock market “flash 
crashes” illustrate how ASI applications 
can have unanticipated real-world 
impacts, while AlphaGo shows how 
ASI can surprise human experts 

with novel but effective tactics (Box 
3.2.1). In combination with robotics, 
AI applications are already affecting 
employment and shaping risks related 
to social inequality.8

AI has great potential to augment 
human decision-making by countering 
cognitive biases and making rapid 
sense of extremely large data sets: 
at least one venture capital firm has 
already appointed an AI application 
to help determine its financial 
decisions.9 Gradually removing human 
oversight can increase efficiency and 
is necessary for some applications, 
such as automated vehicles. However, 
there are dangers in coming to depend 
entirely on the decisions of AI systems 
when we do not fully understand 
how the systems are making those 
decisions.10

Risks to Decision-Making, 
Security and Safety

In any complex and chaotic system, 
including AI systems, potential 
dangers include mismanagement, 
design vulnerabilities, accidents and 
unforeseen occurrences.11 These 
pose serious challenges to ensuring 
the security and safety of individuals, 
governments and enterprises. It may 
be tolerable for a bug to cause an AI 
mobile phone application to freeze or 
misunderstand a request, for example, 
but when an AI weapons system 
or autonomous navigation system 
encounters a mistake in a line of code, 
the results could be lethal.

Machine-learning algorithms can also 
develop their own biases, depending 
on the data they analyse. For example, 
an experimental Twitter account 
run by an AI application ended up 
being taken down for making socially 
unacceptable remarks;12 search engine 
algorithms have also come under fire 
for undesirable race-related results.13 
Decision-making that is either fully 
or partially dependent on AI systems 
will need to consider management 
protocols to avoid or remedy such 
outcomes.

AI systems in the Cloud are of particular 
concern because of issues of control 
and governance. Some experts 

Every step forward in artificial 
intelligence (AI) challenges assumptions 
about what machines can do. 
Myriad opportunities for economic 
benefit have created a stable flow 
of investment into AI research 
and development, but with the 
opportunities come risks to decision-
making, security and governance. 
Increasingly intelligent systems 
supplanting both blue- and white-collar 
employees are exposing the fault lines 
in our economic and social systems 
and requiring policy-makers to look for 
measures that will build resilience to the 
impact of automation.

Leading entrepreneurs and scientists 
are also concerned about how to 
engineer intelligent systems as these 
systems begin implicitly taking on 
social obligations and responsibilities, 
and several of them penned an Open 
Letter on Research Priorities for Robust 
and Beneficial Artificial Intelligence 
in late 2015.1 Whether or not we are 
comfortable with AI may already be 
moot: more pertinent questions might 
be whether we can and ought to 
build trust in systems that can make 
decisions beyond human oversight that 
may have irreversible consequences. 

Growing Investment, 
Benefits and Potential Risk

By providing new information and 
improving decision-making through 
data-driven strategies, AI could 
potentially help to solve some of the 
complex global challenges of the 21st 
century, from climate change and 
resource utilization to the impact of 
population growth and healthcare 
issues. Start-ups specializing in AI 
applications received US$2.4 billion 
in venture capital funding globally in 
2015 and more than US$1.5 billion 
in the first half of 2016.2 Government 
programmes and existing technology 
companies add further billions (Figure 
3.2.1). Leading players are not just 
hiring from universities, they are hiring 
the universities: Amazon, Google 
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Figure 3.2.1: Global Financing for AI Start-Ups, 2011–2015

Source: CB Insights 2016.

Box 3.2.1: Artificial Intelligence and the Future of Warfare - by Jean-Marc Rickli, Geneva Centre for Security 
Policy
 

One sector that saw the huge disruptive potential of AI from an early stage is the military. The weaponization of AI will 
represent a paradigm shift in the way wars are fought, with profound consequences for international security and stability. 
Serious investment in autonomous weapon systems (AWS) began a few years ago; in July 2016 the Pentagon’s Defense 
Science Board published its first study on autonomy, but there is no consensus yet on how to regulate the development of 
these weapons. 

The international community started to debate the emerging technology of lethal autonomous weapons systems (LAWS) in 
the framework of the United Nations Convention on Conventional Weapon (CCW) in 2014. Yet, so far, states have not 
agreed on how to proceed. Those calling for a ban on AWS fear that human beings will be removed from the loop, leaving 
decisions on the use lethal force to machines, with ramifications we do not yet understand. 

There are lessons here from non-military applications of AI. Consider the example of AlphaGo, the AI Go-player created by 
Google’s DeepMind division, which in March last year beat the world’s second-best human player. Some of AlphaGo’s 
moves puzzled observers, because they did not fit usual human patterns of play. DeepMind CEO Demis Hassabis 
explained the reason for this difference as follows: “unlike humans, the AlphaGo program aims to maximize the probability 
of winning rather than optimizing margins”. If this binary logic – in which the only thing that matters is winning while the 
margin of victory is irrelevant – were built into an autonomous weapons system, it would lead to the violation of the principle 
of proportionality, because the algorithm would see no difference between victories that required it to kill one adversary or 
1,000. 

Autonomous weapons systems will also have an impact on strategic stability. Since 1945, the global strategic balance has 
prioritized defensive systems – a priority that has been conducive to stability because it has deterred attacks. However, the 
strategy of choice for AWS will be based on swarming, in which an adversary’s defence system is overwhelmed with a 
concentrated barrage of coordinated simultaneous attacks. This risks upsetting the global equilibrium by neutralizing the 
defence systems on which it is founded. This would lead to a very unstable international configuration, encouraging 
escalation and arms races and the replacement of deterrence by pre-emption. 

We may already have passed the tipping point for prohibiting the development of these weapons. An arms race in 
autonomous weapons systems is very likely in the near future. The international community should tackle this issue with the 
utmost urgency and seriousness because, once the first fully autonomous weapons are deployed, it will be too late to go 
back.

Disclosed investment (US$m) Number of deals
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propose that robust AI systems should 
run in a “sandbox” – an experimental 
space disconnected from external 
systems – but some cognitive services 
already depend on their connection 
to the internet. The AI legal assistant 
ROSS, for example, must have access 
to electronically available databases. 
IBM’s Watson accesses electronic 
journals, delivers its services, and 
even teaches a university course via 
the internet.14 The data extraction 
program TextRunner is successful 
precisely because it is left to explore 
the web and draw its own conclusions 
unsupervised.15

On the other hand, AI can help solve 
cybersecurity challenges. Currently 
AI applications are used to spot 
cyberattacks and potential fraud in 
internet transactions. Whether AI 
applications are better at learning 
to attack or defend will determine 
whether online systems become more 
secure or more prone to successful 
cyberattacks.16  AI systems are already 
analysing vast amounts of data from 
phone applications and wearables; 
as sensors find their way into our 
appliances and clothing, maintaining 
security over our data and our 
accounts will become an even more 
crucial priority. In the physical world, 
AI systems are also being used in 
surveillance and monitoring – analysing 
video and sound to spot crime, help 
with anti-terrorism and report unusual 
activity.17 How much they will come to 
reduce overall privacy is a real concern.

Can AI Be Governed – 
Now or in the Future?

So far, AI development has occurred in 
the absence of almost any regulatory 
environment.18 As AI systems inhabit 
more technologies in daily life, calls 
for regulatory guidelines will increase. 
But can AI systems be sufficiently 
governed? Such governance 
would require multiple layers that 
include ethical standards, normative 
expectations of AI applications, 
implementation scenarios, and 
assessments of responsibility and 
accountability for actions taken by or 
on behalf of an autonomous AI system.

AI research and development presents 
issues that complicate standard 
approaches to governance, and 
can take place outside of traditional 
institutional frameworks, with both 
people and machines and in various 
locations. The developments in AI 
may not be well understood by policy-
makers who do not have specialized 
knowledge of the field; and they may 
involve technologies that are not an 
issue on their own but that collectively 
present emergent properties that 
require attention.19 It would be difficult 
to regulate such things before they 
happen, and any unforeseeable 
consequences or control issues may 

Box 3.2.2: Aligning the Values of Humans and AI Machines - by 
Stuart Russell, University of California, Berkeley

Few in the field believe that there are intrinsic limits to machine intelligence, and 
even fewer argue for self-imposed limits. Thus it is prudent to anticipate the 
possibility that machines will exceed human capabilities, as Alan Turing posited in 
1951: “If a machine can think, it might think more intelligently than we do. … [T]his 
new danger … is certainly something which can give us anxiety.” 

So far, the most general approach to creating generally intelligent machines is to 
provide them with our desired objectives and with algorithms for finding ways to 
achieve those objectives. Unfortunately, we may not specify our objectives in such 
a complete and well-calibrated fashion that a machine cannot find an undesirable 
way to achieve them. This is known as the “value alignment” problem, or the “King 
Midas” problem. Turing suggested “turning off the power at strategic moments” as 
a possible solution to discovering that a machine is misaligned with our true 
objectives, but a superintelligent machine is likely to have taken steps to prevent 
interruptions to its power supply.

How can we define problems in such a way that any solution the machine finds will 
be provably beneficial? One idea is to give a machine the objective of maximizing 
the true human objective, but without initially specifying that true objective: the 
machine has to gradually resolve its uncertainty by observing human actions, 
which reveal information about the true objective. This uncertainty should avoid 
the single-minded and potentially catastrophic pursuit of a partial or erroneous 
objective. It might even persuade a machine to leave open the possibility of 
allowing itself to be switched off.

There are complications: humans are irrational, inconsistent, weak-willed, 
computationally limited and heterogeneous, all of which conspire to make learning 
about human values from human behaviour a difficult (and perhaps not totally 
desirable) enterprise. However, these ideas provide a glimmer of hope that an 
engineering discipline can be developed around provably beneficial systems, 
allowing a safe way forward for AI. Near-term developments such as intelligent 
personal assistants and domestic robots will provide opportunities to develop 
incentives for AI systems to learn value alignment: assistants that book employees 
into US$20,000-a-night suites and robots that cook the cat for the family dinner 
are unlikely to prove popular.

be beyond governance once they 
occur (Box 3.2.2).

One option could be to regulate 
the technologies through which 
the systems work. For example, 
in response to the development 
of automated transportation that 
will require AI systems, the U.S. 
Department of Transportation has 
issued a 116 page policy guide.20 
Although the policy guide does not 
address AI applications directly, 
it does put in place guidance 
frameworks for the developers of 
automated vehicles in terms of safety, 
control and testing.



51The Global Risks Report 2017

P
art 2

P
art 3

P
art 1

Scholars, philosophers, futurists 
and tech enthusiasts vary in their 
predictions for the advent of artificial 
general intelligence (AGI), with timelines 
ranging from the 2030s to never. 
However, given the possibility of an AGI 
working out how to improve itself into a 
superintelligence, it may be prudent – 
or even morally obligatory – to consider 
potentially feasible scenarios, and how 
serious or even existential threats may 
be avoided. 

The creation of AGI may depend on 
converging technologies and hybrid 
platforms. Much of human intelligence 
is developed by the use of a body and 
the occupation of physical space, and 
robotics provides such embodiment 
for experimental and exploratory AI 
applications. Proof-of-concept for 
muscle and brain–computer interfaces 
has already been established: 
Massachusetts Institute of Technology 
(MIT) scientists have shown that 
memories can be encoded in silicon,21 
and Japanese researchers have used 
electroencephalogram (EEG) patterns 
to predict the next syllable someone 
will say with up to 90% accuracy, 
which may lead to the ability to control 
machines simply by thinking.22 

Superintelligence could potentially also 
be achieved by augmenting human 
intelligence through smart systems, 
biotech, and robotics rather than by 
being embodied in a computational 
or robotic form.23 Potential barriers to 
integrating humans with intelligence-
augmenting technology include 
people’s cognitive load, physical 
acceptance and concepts of personal 
identity.24 Should these challenges be 
overcome, keeping watch over the 
state of converging technologies will 
become an ever more important task 
as AI capabilities grow and fuse with 
other technologies and organisms.

Advances in computing technologies 
such as quantum computing, 
parallel systems, and neurosynaptic 
computing research may create new 
opportunities for AI applications or 
unleash new unforeseen behaviours in 
computing systems.25 New computing 
technologies are already having an 
impact: for instance, IBM’s TrueNorth 
chip – with a design inspired by the 
human brain and built for “exascale” 
computing – already has contracts 
from Lawrence Livermore National 

Laboratory in California to work on 
nuclear weapons security.26 While 
adding great benefit to scenario 
modelling today, the possibility of a 
superintelligence could turn this into a 
risk. 

Conclusion

Both existing ASI systems and the 
plausibility of AGI demand mature 
consideration. Major firms such as 
Microsoft, Google, IBM, Facebook and 
Amazon have formed the Partnership 
on Artificial Intelligence to Benefit 
People and Society to focus on 
ethical issues and helping the public 
better understand AI.27 AI will become 
ever more integrated into daily life as 
businesses employ it in applications 
to provide interactive digital interfaces 
and services, increase efficiencies and 
lower costs.28 Superintelligent systems 
remain, for now, only a theoretical 
threat, but artificial intelligence is here 
to stay and it makes sense to see 
whether it can help us to create a better 
future. To ensure that AI stays within the 
boundaries that we set for it, we must 
continue to grapple with building trust 
in systems that will transform our social, 
political and business environments, 
make decisions for us, and become an 
indispensable faculty for interpreting 
the world around us.

Chapter 3.2 was contributed by Nicholas Davis, 
World Economic Forum, and Thomas Philbeck, World 
Economic Forum.
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Figure 3.3.2: Usage Scenarios for Mobile Technologies

Source: ITU 2015.

units and plugged-in electric vehicles, 
which will provide an additional buffer. 
The 4IR is moving electricity networks 
away from needing to be large-scale, 
top-down systems.

Technological innovations will 
increasingly offer households and 
firms the possibility of going “off-grid” 
entirely – but even if they increasingly 
generate their own power, most are still 
likely to want to remain connected to 
the high-voltage networks that are the 
backbone of today’s electricity supply 
systems. Indeed, the rising use of 
solar, wind and tide power – with their 
associated intermittency issues and 
their greater need to tap the energy 
storage possibilities of hydropower in 
mountainous regions – will increase 
the appeal of high-voltage connections 
over long distances. But the growing 
scope for businesses and homes to 
supply and store their own electricity 
will make electricity networks multi-
scale and less “lumpy” in terms of their 
capital requirements.

Beyond supply and storage, 
technology is improving efficiency by 
integrating supply and demand. Until 
very recently, energy suppliers and 
network operators have had to rely on 
crude methods to forecast demand for 
electricity. Big data, pervasive sensors 
and the Internet of Things are making it 
easier for users to monitor and control 
their energy demand, and for grids to 
predict and manage energy supply. In 
a world of prosumers and distributed 
suppliers, the challenges are how to 
synchronize supply and demand and 
pay for resilience.

Water could also transition from 
centralized networks towards more 
distributed systems. New materials and 
sensor technologies allow treatment 
at the household or community level, 
creating opportunities to harvest 
rainwater and directly reuse waste 
water. For the time being, economies 
of scale still favour large, centralized 
plants in existing urban areas: they 
also allow utilities to monitor water 

quality centrally and address failures 
quickly. Relying on localized water 
storage would also create challenges 
in prolonged periods of drought. But 
centralized networks are costly to 
create, and the balance of costs and 
benefits is beginning to tip in favour of 
distributed water systems if cities can 
be planned for these systems from the 
outset.

Regarding communications, the 
4IR will continue to shift the balance 
between mobile and fixed networks. 
To improve mobile broadband, 5G 
technologies are envisaged to provide 
much faster data transfer (>1 Gigabyte 
per second) and reduced end-to-end 
latency (sub-1ms). By consolidating 
existing layers of technology, such as 
2G, 3G, 4G and Wi-Fi, 5G will also 
improve coverage and ‘always-on’ 
reliability – it is an ensemble of different 
technologies, rather than a single 
type of new technology. Although 
the experience of those previous 
technologies suggests that new uses 
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for 5G will emerge after deployment, 
two key roles are already anticipated for 
5G: providing gigabit connectivity for 
businesses and consumers for a range 
of content, applications and services 
(the top of the pyramid); and enabling 
ultra-reliable, low latency machine-
to-machine (M2M) communication 
(the bottom of the pyramid), which 
will help to achieve objectives in other 
infrastructure systems, such as easing 
congestion (Figure 3.3.2).

Governments are facing a difficult 
decision about whether to be first 
movers in rolling out 5G or wait to 
learn lessons from first movers, in the 
expectation that costs will decrease. 
For now, the bandwidth of fibre-optic 
cables remains hard to beat – but it 
is also expensive in towns and cities: 
80% of the costs are attached not to 
the technology itself but to the labour-
intensive process of digging trenches 
and laying ducts. Uncertainty about 
future technological development can 
inhibit investment: is it better to dig 
trenches for cables or wait for 5G? The 
same dilemma applies to other types of 
infrastructure – for example, in the time 
it takes to roll out smart metres, new 
and better metres are being developed.

While improving some infrastructure 
assets, the 4IR promises to ease 
pressure on others by finding 
alternative ways to deliver the same 
functionality. For example, meeting 
in virtual reality is becoming an 
increasingly acceptable substitute for 
physical business travel, while drones 
may substitute for delivery vans in 
cities. Satellite technologies will help to 
fill the gaps in digital connectivity where 
fixed or terrestrial mobile technologies 
are not cost-effective. Where energy 
companies once defined themselves 
by their physical infrastructure assets, 
they increasingly see themselves as 
being in the business of providing 
specific services such as heating and 
lighting. As the 4IR creates new ways 
to deliver services, it may begin to 
challenge whether infrastructure should 
be seen as a special category at all.

The Risks

In theory, greater connectivity 
brings intrinsic resilience: electricity 
networks with more supply points, 
for example, should be less prone 
to failure. However, as different 
infrastructure networks become more 
interdependent, there is also growing 
scope for systemic failures to cascade 
across networks and affect society in 

multiple ways. In particular, electricity 
networks are now assuming an 
increasingly central role in many areas 
of life, such as road transportation and 
heating (taking over from gas and liquid 
fuels).

Systemic risks can come from 
many directions – whether these are 
cyberattacks or software glitches, 
solar storms or even just unexpectedly 

Box 3.3.1: Mapping Infrastructure Vulnerability to Natural 
Hazards 

An “infrastructure criticality hotspot” is defined as a geographical location 
where there is a concentration of critical infrastructure, measured according to 
the number of customers directly or indirectly dependent upon it. In the map of 
China below, red spots indicate where the highest numbers of people and 
businesses would be affected if a natural disaster caused infrastructure failure. 
According to this research, from the Environmental Change Institute at the 
University of Oxford, China’s top infrastructure hotspots are Beijing, Tianjin, 
Jiangsu, Shanghai and Zhejiang.

Given the scale of China’s manufacturing production and its role in the global 
supply chain, the business impacts of natural disasters could be astronomical: 
flooding in the more economically developed coastal provinces already 
accounts for more than 60% of the country’s losses due to flooding.1 The 
Oxford study finds that severe flooding events could disrupt infrastructure (rail, 
aviation, shipping and water) services for an average of 103 million people, 
while drought could affect an average of 6 million electricity users.

Source: Hu et al. 2016
Note: http://www.mwr.gov.cn/zwzc/hygb/zgshzhgb/201311/t20131104_515863.html
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The 12th edition of The Global Risks 
Report is published at a time when 
deep-rooted social and economic 
trends are manifesting themselves 
increasingly disruptively across the 
world. Persistent inequality, particularly 
in the context of comparative global 
economic weakness, risks 
undermining the legitimacy of market 
capitalism. At the same time, 
deepening social and cultural 
polarization risks impairing national 
decision-making processes and 
obstructing vital global collaboration. 

Technology continues to offer us the 
hope of solutions to many of the 
problems we face. But the pace of 
technological change is also having 
unsettling effects: these range from 
disrupting labour markets through 
automation to exacerbating political 
divisions by encouraging the creation 
of rigid communities of like-minded 
citizens. We need to become better at 
managing technological change, and 
we need to do it quickly.

Above all, we must redouble our efforts 
to protect and strengthen our systems 
of global collaboration. Nowhere is this 
more urgent than in relation to the 
environment, where important strides 
have been made in the past year but 
where much more remains to be done. 
This is a febrile time for the world. We 
face important risks, but also 
opportunities to take stock and to work 
together to find new solutions to our 
shared problems. More than ever, this 
is a time for all stakeholders to 
recognize the role they can play by 
exercising responsible and responsive 
leadership on global risks.

Conclusion
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Global Risk Description

Asset bubbles in a major economy
Unsustainably overpriced assets such as commodities, 
housing, shares, etc. in a major economy or region

Deflation in a major economy
Prolonged near-zero inflation or deflation in a major 
economy or region

Failure of a major financial mechanism or institution
Collapse of a financial institution and/or malfunctioning of a 
financial system that impacts the global economy

Failure/shortfall of critical infrastructure 

Failure to adequately invest in, upgrade and/or secure 
infrastructure networks (e.g. energy, transportation and 
communications), leading to pressure or a breakdown with 
system-wide implications

Fiscal crises in key economies
Excessive debt burdens that generate sovereign debt 
crises and/or liquidity crises

High structural unemployment or underemployment
A sustained high level of unemployment or underutilization 
of the productive capacity of the employed population 

Illicit trade (e.g. illicit financial flows, tax evasion, 
human trafficking, organized crime, etc.)

Large-scale activities outside the legal framework such 
as illicit financial flows, tax evasion, human trafficking, 
counterfeiting and/or organized crime that undermine 
social interactions, regional or international collaboration, 
and global growth

Severe energy price shock (increase or decrease)
Significant energy price increases or decreases that place 
further economic pressures on highly energy-dependent 
industries and consumers

Unmanageable inflation
Unmanageable increases in the general price levels of 
goods and services in key economies

Extreme weather events (e.g. floods, storms, etc.)
Major property, infrastructure and/or environmental 
damage as well as loss of human life caused by extreme 
weather events

Failure of climate-change mitigation and adaptation

The failure of governments and businesses to enforce 
or enact effective measures to mitigate climate change, 
protect populations and help businesses impacted by 
climate change to adapt

Major biodiversity loss and ecosystem collapse 
(terrestrial or marine)

Irreversible consequences for the environment, resulting 
in severely depleted resources for humankind as well as 
industries

Major natural disasters (e.g. earthquake, tsunami, 
volcanic eruption, geomagnetic storms)

Major property, infrastructure and/or environmental 
damage as well as loss of human life caused by 
geophysical disasters such as earthquakes, volcanic 
activity, landslides, tsunamis, or geomagnetic storms

Man-made environmental damage and disasters 
(e.g. oil spills, radioactive contamination, etc.)

Failure to prevent major man-made damage and disasters, 
including environmental crime, causing harm to human 
lives and health, infrastructure, property, economic activity 
and the environment

Appendix A: 	Descriptions of Global Risks, Trends and 
Emerging Technologies 2017
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Global Risks
A “global risk” is defined as an uncertain event or condition that, if it occurs, can cause significant negative impact for several 
countries or industries within the next 10 years.
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Global Risk Description

Failure of national governance (e.g. failure of rule of 
law, corruption, political deadlock, etc.)

Inability to govern a nation of geopolitical importance as a 
result of weak rule of law, corruption or political deadlock. 

Failure of regional or global governance
Inability of regional or global institutions to resolve issues of 
economic, geopolitical or environmental importance

Interstate conflict with regional consequences

A bilateral or multilateral dispute between states that 
escalates into economic (e.g. trade/currency wars, 
resource nationalization), military, cyber, societal or other 
conflict.

Large-scale terrorist attacks
Individuals or non-state groups with political or religious 
goals that successfully inflict large-scale human or material 
damage.

State collapse or crisis (e.g. civil conflict, military 
coup, failed states, etc.)

State collapse of geopolitical importance due to internal 
violence, regional or global instability, military coup, civil 
conflict, failed states, etc.

Weapons of mass destruction
The deployment of nuclear, chemical, biological and 
radiological technologies and materials, creating 
international crises and potential for significant destruction

Failure of urban planning 
Poorly planned cities, urban sprawl and associated 
infrastructure that create social, environmental and health 
challenges

Food crises
Inadequate, unaffordable, or unreliable access to 
appropriate quantities and quality of food and nutrition on a 
major scale

Large-scale involuntary migration
Large-scale involuntary migration induced by conflict, 
disasters, environmental or economic reasons

Profound social instability 
Major social movements or protests (e.g. street riots, 
social unrest, etc.) that disrupt political or social stability, 
negatively impacting populations and economic activity

Rapid and massive spread of infectious diseases 

Bacteria, viruses, parasites or fungi that cause uncontrolled 
spread of infectious diseases (for instance as a result of 
resistance to antibiotics, antivirals and other treatments) 
leading to widespread fatalities and economic disruption

Water crises
A significant decline in the available quality and quantity of 
fresh water, resulting in harmful effects on human health 
and/or economic activity

Adverse consequences of technological advances

Intended or unintended adverse consequences of 
technological advances such as artificial intelligence, 
geo-engineering and synthetic biology causing human, 
environmental and economic damage

Breakdown of critical information infrastructure and 
networks

Cyber dependency that increases vulnerability to outage 
of critical information infrastructure (e.g. internet, satellites, 
etc.) and networks, causing widespread disruption

Large-scale cyberattacks
Large-scale cyberattacks or malware causing large 
economic damages, geopolitical tensions or widespread 
loss of trust in the internet

Massive incident of data fraud/theft
Wrongful exploitation of private or official data that takes 
place on an unprecedented scale
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Trends
A “trend” is defined as a long-term pattern that is currently evolving and that could contribute to amplifying global risks and/
or altering the relationship between them.

Trend Description

Ageing population
Ageing populations in developed and developing countries driven by declining fertility 
and decrease of middle- and old-age mortality

Changing landscape of 
international governance

Changing landscape of global or regional institutions (e.g. UN, IMF, NATO, etc.), 
agreements or networks

Changing climate 
Change of climate, which is attributed directly or indirectly to human activity, that alters 
the composition of the global atmosphere, in addition to natural climate variability

Degrading environment 
Deterioration in the quality of air, soil and water from ambient concentrations of 
pollutants and other activities and processes

Growing middle class in 
emerging economies

Growing share of population reaching middle-class income levels in emerging 
economies

Increasing national 
sentiment 

Increasing national sentiment among populations and political leaders affecting 
countries’ national and international political and economic positions

Increasing polarization of 
societies

Inability to reach agreement on key issues within countries because of diverging or 
extreme values, political or religious views

Rising chronic diseases
Increasing rates of non-communicable diseases, also known as “chronic diseases”, 
leading to rising costs of long-term treatment and threatening recent societal gains in life 
expectancy and quality

Rising cyber dependency
Rise of cyber dependency due to increasing digital interconnection of people, things and 
organizations

Rising geographic 
mobility

Increasing mobility of people and things due to quicker and better-performing means of 
transport and lowered regulatory barriers

Rising income and wealth 
disparity

Increasing socioeconomic gap between rich and poor in major countries or regions

Shifting power
Shifting power from state to non-state actors and individuals, from global to regional 
levels, and from developed to emerging market and developing economies

Rising urbanization Rising number of people living in urban areas resulting in physical growth of cities

Emerging Technologies

Emerging Technology Description

3D printing 

Innovations in printing using various types of materials to move beyond prototyping and 
towards increasingly distributed manufacturing and medical applications that range 
from a greater use of technologies such as contour crafting in construction to the 
opportunity to develop printed biological materials, such as organ tissues, bone and 
muscle

Advanced materials and 
nanomaterials 

Innovation in chemistry and physics resulting in the creation of new material 
substances, smart materials, 2D materials and other breakthroughs in properties and 
fabrication ranging from thermoelectric properties and shape retention to magnetic and 
mechanical functionalities
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Emerging Technologies

Emerging Technology Description

Artificial intelligence and 
robotics 

Advances in automated processes ranging from manufacturing to driverless vehicles 
and automated knowledge work, enabled by highly competent cyber-physical systems 
and machines that can substitute for human beings to complete various tasks most 
often associated with thinking, multitasking, and fine motor skills

Biotechnologies 

Innovations in genome editing, gene therapies, and other forms of genetic manipulation 
and synthetic biology resulting in additions to the registry of sequenced species of 
animals as well as human DNA, the creation of previously non-existent organisms, 
and modifications to microbes and organisms for medical, agricultural and industrial 
applications, including integrating them with electronic and computing advancements

Energy capture, storage 
and transmission

Breakthroughs in energy technologies, including advanced batteries and fuel cells, 
orbiting solar arrays, tidal energy capture, wind and bioenergy, as well as advances in 
nuclear fusion containment, smart grid systems, wireless energy transfer, and increased 
fuel cell fabrication efficiencies

Blockchain and 
distributed ledger 

Developments in cryptographic systems that manage and verify distributed transaction 
data on a public ledger, increasing transparency and securing an immutable record for 
application to cryptocurrencies such as bitcoin as well as for verification of varieties of 
transactions across industries, especially in financial technologies (FinTech)

Geoengineering
Creation and development of technological processes that intercede in the Earth’s 
geological and climatic systems, ranging from land reclamation to atmospheric seeding 
in order to influence weather patterns or remove carbon dioxide

Proliferation and 
ubiquitous presence of 
linked sensors

Proliferation and ubiquitous presence of linked sensors, also known as the “Internet of 
Things”, combined with sophisticated large-scale data analytics that will connect, track 
and manage physical products, logistics systems, energy grids and more by sending 
and receiving data over widespread digital infrastructures

Neurotechnologies 

Creation of new methods for insight into, and control of, the functionality and 
processing dimensions of the human brain, allowing for the ability to read, influence and 
communicate brain activity through various secondary technological dimensions such 
as smart drugs, neuroimaging, bioelectronic interfaces, machine-brain interfaces and 
brainwave decoding and manipulation

New computing 
technologies 

Innovations in materials and assemblages used to process or store digital information, 
such as centralized cloud computing, quantum computing, neural network processing, 
biological data storage, and optical computing, including new software development, 
cryptography, and the cybersecurity processes associated with each

Space technologies 

Technologies that can be used in space that will increase the ability of both public 
and private entities to access, explore, and create new forms of value such as 
microsatellites, reusable rockets, integrated rocket-jet engines, optical and imaging 
technologies, sensor developments, resource exploitation, laser and communications 
technologies, space exploration and habitat developments, and techno-scientific 
breakthroughs that are transferable to the marketplace

Virtual and augmented 
realities

Development of sophisticated immersive virtual environments that can range from 
heads-up displays and holographic readouts to fully mixed digital and physical 
environments and complete virtual worlds and interfaces
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Appendix B: 	Global Risks Perception Survey and 				  
Methodology 2016

Definitions and Changes

The Global Risks Report 2017 is based 
on an improved methodology; however 
the results are therefore largely 
comparable. The Report adopts the 
following definitions of global risk and 
trend:

Global risk: an uncertain event or 
condition that, if it occurs, can cause 
significant negative impact for several 
countries or industries within the next 10 
years.

Trend: a “trend” is defined as a long-
term pattern that is currently evolving 
and that could contribute to amplifying 
global risks and/or altering the 
relationship between them.

The list of risks and trends assessed in 
the Global Risks Perception Surveys 
(GRPS) remains unchanged with the 
exception of the addition of the global 
risk “Failure of regional or global 
governance” (defined as the inability of 
regional or global institutions to resolve 
issues of economic, geopolitical or 
environmental importance). As a result, 
the Report covers 30 global risks this 
year. 

Some of the names of the trends were 
modified to better reflect long-term 
pattern characteristic of trends (for 
instance, the trend “rise of chronic 
diseases” was edited to “rising chronic 
diseases”). The definitions were mainly 
unchanged.

This year’s GRPS included an entire 
section on emerging technologies. After 
consultations with experts, 12 critical 
emerging technologies were identified; 
selected findings are described in Part 3 
of the Report.

The following section describes the 
survey and methodology in greater 
detail. 

The Global Risks 
Perceptions Survey

The Global Risks Perception Survey 
(GRPS), discussed in Part 1, is the main 
instrument used to assess global risks 
in this Report. The survey was 
conducted between early September 
and mid-October 2016 (from 07 
September to 15 October 2016) among 
the World Economic Forum’s 
multistakeholder communities of 
leaders from business, government, 
academia and non-governmental and 
international organizations as well as 
members of the Institute of Risk 
Management. 

This year, the GRPS is a key instrument 
used as supporting data for the 
elaboration of the Report. For this year’s 
Report, the GRPS went through an 
important review to ensure the quality of 
the results. This process was performed 
in collaboration with the Global Risks 
Perception Survey Review Group on 
The Global Risks Report 2017, a group 
composed of experts in survey 
methodology and risks perception (see 
Acknowledgements section). 

Among the most significant 
improvements are the changes to the 
scales of the Global Risks Landscape. 
Indeed, the impact scale has changed 
this year from an abstract 1–7 scale, 
subject to interpretation and thus bias, 
to a more substantive and meaningful 
scale of impact measurement (i.e. 
minimal, minor, moderate, severe, 
catastrophic). On the likelihood scale, 
the scale of 1–7 was kept but a 
particular probability was attached to 
each number in order to ensure that all 
respondents had the same 
understanding of the likelihood being 
considered. Throughout the survey, the 
questions were modified and the 
phrasing was refined to reduce any 
ambiguity.

Raw responses were cleaned in order to 
improve overall data quality and 
completeness. Surveys with a 
completion rate below 50% were 
dropped, reducing the number of 
available responses from 989 to 745. 
The respondents did not provide 
sufficient information about their gender 
or the sector in which they work in 92 
and 119 cases, respectively. Similarly, 
93 respondents did not indicate the 
country in which they are based.

Figure B.1 presents the profile of the 745 
survey respondents remaining in the 
sample. To capture the voice of youth, 
the survey also targeted the World 
Economic Forum’s community of Global 
Shapers.1 Respondents under 30 
accounted for about one-fifth of total 
respondents. 

Analysis

The Global Risks Landscape 2017 
(Figure 3) 

Respondents were asked to assess the 
likelihood and global impact of each of 
the 30 risks. For each risk, they were 
asked, “What is the likelihood of [the 
risk] occurring globally within the next 
10 years?” and “What is the negative 
impact for several countries or industries 
within the next 10 years?” For the first 
question, the possible answers ranged 
from 1 (“extremely unlikely” with an 
associated probability of occurrence 
lower than 5%) to 7 (“extremely likely” 
with an associated probability of 
occurrence greater than 95%). For the 
question on impact, respondents could 
select one of five choices:  “minimal”, 
“minor”, “moderate”, “severe”, or 
“catastrophic”. These five alternatives 
were turned into a 1–5 scale (1 = 
minimal, 5 = catastrophic). It is worth 
noting that, as a consequence of the 
scale modification, the impact results 
cannot be compared with those of 
previous years. 
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question, select up to three global risks 
that are most strongly driven by these 
trends.” The information thereby 
obtained was used to construct the 
Risks-Trend Interconnections Map 2017. 

In both cases, a tally was made of the 
number of times each pair was cited. 
This value was then divided by the 
count of the most frequently cited pair. 
As a final step, the square root of this 
ratio was taken to dampen the long-tail 
effect (i.e. a few very strong links, and 
many weak ones) and to make the 
differences more apparent across the 
weakest connections. Out of the 406 
possible pairs of risks, 167 or 41% were 
not cited. Similarly, out of the possible 
377 trend-risk combinations, 33 or 9% 
were not cited. Formally, the intensity of 
the interconnection between risks i and j 
(or between trend i and risk j), denoted 
interconnectionij, corresponds to:
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Figure B.1: Survey Sample Composition
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Latin America
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Oceania
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12.35%
Not informed 12.08%

Not informed

12.48%
Not informed

Source: World Economic Forum Global Risks Perception Survey 2016. 

Note: Reported shares are based on number of valid responses: Gender: 653 responses; Expertise: 655; Organization type: 626; Age distribution: 653; Region: 652.

Respondents could also choose “No 
Opinion” if they felt unable to provide an 
informed answer. Respondents could 
also leave the question completely 
blank. For each risk, partial responses 
– those assessing only the likelihood of 
occurrence or only its impact – were 
dropped. A simple average for both 
likelihood and impact for each of the 30 
global risks was calculated on this 
basis. 

Formally, for any given risk i, its 
likelihood and impact, denoted 
respectively likelihoodi and impacti, are: 

of respondents who left one of the two 
questions blank were not taken into 
account).

The Global Risks Interconnections 
Map 2017 (Figure 4) and the Risks-
Trends Interconnections Map 2017 
(Figure 1) 

To draw the Global Risks 
Interconnections Map (Figure 4, inside 
rear cover), survey respondents were 
asked to answer the following question: 
“Global risks are not isolated and it is 
important to assess their 
interconnections. In your view, which are 
the most strongly connected global 
risks? Please select three to six pairs of 
global risks.”

Similarly, for the Risks-Trends 
Interconnections Map 2017 (Figure 1, 
inside front cover), respondents had to 
identify up to three trends that they 
consider important in shaping the global 
agenda in the next 10 years and the 
three risks that are driven by each of 
those trends. For completeness, the 
two questions read “Which are the three 
most important trends that will shape 
global development in the next 10 
years?” and “For each of the three 
trends identified in the previous 

with

where Ni is the number of respondents 
for risk i, and likelihoodi,n and impacti,n 
are, respectively, the likelihood and 
impact assigned by respondent n to risk 
i. The likelihood is measured on a scale 
of 1–7 and the impact on a scale of 1–5. 
Ni is the number of respondents for risk i 
who assessed both the likelihood and 
impact of that specific risk (the answers 
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Here again, respondents were given the 
option of choosing “No Opinion” if they 
felt unable to provide an informed 
answer. Respondents could also leave 
the question completely blank. A simple 
average of responses to the benefits, 
negative consequences, and level of 
confidence questions was calculated. 
Formally, for any given emerging 
technology i, its benefits and negative 
consequences, denoted respectively 
benefitsi and neg.consequencesi, are:

where N is the number of respondents.  
 
Variable pairij,n is 1 when respondent n 
selected the pair of risks i and j as part 
of his/her selection. Otherwise, it is 0. 
The value of the interconnection 
determines the thickness of each 
connecting line in the graph, with the 
most frequently cited pair having the 
thickest line.

In the Global Risks Landscape and 
Risks-Trends Interconnections Maps, 
the size of each risk is scaled according 
to the degree of weight of that node in 
the system. Moreover, in the Risks-
Trends Interconnections Map, the size 
of the trend represents the perception of 
its importance in shaping global 
development (answer to the first part of 
the question on trend, as explained 
above); the biggest trend is the one 
considered to be the most important in 
shaping global development. 

The placement of the nodes in the 
Global Risks-Trends Interconnections 
Map was computed using ForceAtlas2, 
a force-directed network layout 
algorithm implemented in Gephi 
software, which minimizes edge lengths 
and edge crossings by running a 
physical particle simulation.2

The Emerging Technologies Matrix 
(Figure 3.1.1)

For the first time this year, the GRPS 
included questions on emerging 
technologies. The first question asked in 
this section was on the consequences 
of emerging technologies. For each of 
the 12 emerging technologies identifies, 
respondents had to answer the 
following questions: “How likely is this 
emerging technology to bring 
significant benefits within the next 10 
years?” and “How likely is this emerging 
technology to bring severe negative 
consequences within the next 10 
years?” and finally “How confident are 
you about your responses for this 
emerging technology?” For the first two 
questions, respondents could answer 
from 1 (extremely unlikely) to 7 
(extremely likely). Similar to the likelihood 
questions used to build the Global Risks 
Landscape 2017, probabilities were 
attached to each selected risk. For the 
question on the level of confidence, 
respondents could select an answer 
ranging from 1 (extremely low 
confidence) to 7 (extremely confident).

where Ni is the number of respondents 
for emerging technology i, and benefitsi,n 
and neg.consequencesi,n are, 
respectively, the benefits and negative 
consequences assigned by respondent 
n to the emerging technology i and 
measured on a scale from 1 to 7. Ni is 
the number of respondents for the 
emerging technology i who assessed 
both the benefits and the negative 
consequences of that emerging 
technology (the answers of respondents 
who left one of the two questions blank 
were not taken into account).

Other Emerging Technologies 
Questions (Figure 3.1.3) 

After the questions on the 
consequences of emerging technology, 
the respondents had to select the three 
emerging technologies that need better 
governance. The exact question is: 
“Please select the three emerging 
technologies where you believe better 
governance is most needed. By 
‘governance’ we mean the rules, norms, 
standards and/or institutions that allow 
stakeholders to take effective decisions 
that maximize the benefits and minimize 
the negative consequences of a 
technology.” The computation for each 
emerging technology i is: 

governancei (the score) measures the 
percentage of respondents selecting 
the emerging technology i. 

The respondents had to then answer a 
question about which emerging 
technologies exacerbate each of the five 
categories of global risks. The question 
reads: “For each question, please select 
the three emerging technologies that 
you believe will most significantly 
exacerbate global risks within the stated 
risk category. By ‘exacerbate’ we mean 
increase the likelihood and/or impact of 
those risks.” For each risk category, the 
results are computed as: 

where N is the number of respondents 
to the survey and, for emerging 
technology i for the risk category a 
(economic risks, environmental risks, 
geopolitical risks, societal risks, or 
technological risks), variable 
exacerbatei,a,n  is 1 when respondent n 
selected the pair of risks i and j as part 
of his/her selection. Otherwise, it is 0. 
As a result, exacerbatei,a is the score 
assigned to emerging technology i for 
risk category a and measured as a 
percentage of respondents selecting 
this emerging technology.

where N is the number of respondents 
to the survey, and variable governancei,n  
is 1 when respondent n selected the 
pair of risks i and j as part of his/her 
selection. Otherwise, it is 0. As a result, 
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Endnotes

1 The Global Shapers Community is a network of 
hubs developed and led by young people who are 
exceptional in their potential, achievement and drive 
to make a contribution to their communities; see 
http://www.weforum.org/community/global-shapers 
2 See Jacomy et al. 2014.
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